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Abstract 
Nowadays there are new challenges faced by anti-money laundering system of Russian Federation. 
Representatives of the national financial intelligence unit and the banking system underline the need 
to upgrade information cooperation within the system. Information about suspicious transactions is 
transferred by commercial banks to Rosfinmonitoring  with delays. As a result, the significance of 
such information for illegal activity prosecution goes down.  
The article is devoted to it-solutions which may contribute to solve the above-mentioned problems. 
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1 Introduction 
In accordance with recommendations of the Financial Action Task Force (hereinafter ± FATF), 
information cooperation of national intelligence units and financial institutions is a core element of 
each anti-money laundering / counter terrorism financing (hereinafter ± AML/CTF) system.  
The national AML/CTF system of Russian Federation is not an exclusion. Such a collaboration 
between Rosfinmonitoring and commercial banks has been existed for more than 15 years. Over these 
years, financial institutions have become the major provider of information about suspicious 
transactions: in 2015 more than 22 mln messages were sent by russian banks to Rosfinmonitoring. In 
2014 money equivalent of such operations gained 100 bln dollars  [1].  
The latter accumulates and analyzes such information. In case it confirms suspicious money 
transfers, it sends information about them to the Internal Affairs Ministry and other government 
bodies responsible for national financial security insurance.  
In the article we propose contemporary intelligent systems and technologies which may be used in 
process of accumulation and analysis of about suspicious operations and deals data. In Section 2 we 
discuss the problems faced by Russian commercial banks and Rosfinmonitoring in process of their 
information collaboration.  
                                                     
1 FSFM ± Federal Service on Financial Monitoring of Russian Federation (Rosfinmonitoring) 
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In Section 3 we describe the procedure of suspicious operations detections carried out by 
commercial banks and figure out intelligent systems which may optimize the process. Section 4 is 
devoted to it-solutions aimed to increase the velocity of accumulation and analysis of information 
received by Rosfinmonitoring.    
2 Statement of the problem 
It is necessary to underline that the volumes of information about suspicious transactions 
accumulated by Rosfinmonitoring are rapidly growing. Thus, the figure has risen two times over the 
last two years: from 10 mln messages in 2013 to 22 mln messages in 2015 (as it was earlier mentioned 
in Introduction): see Fig.1 [2].   
 
During the XIII-th Annual Russian Banks Association Conference on AML/CFT issues the deputy 
chief of Rosfinmonitoring underlined that this information is transferred to the national financial 
intelligence unit with delays. As a result, the significance of such information for illegal activity 
prosecution goes down.  
As a result we may single out the following directions of further information cooperation 
development:  
- to increase the speed of suspicious operations detection carried out by commercial banks; 
- to raise velocity of accumulation and analysis of big data received by Rosfinmonitoring from 
financial institutions.  
The goal of this paper is to describe contemporary intelligent systems and it-solutions which may 
solve these problems.  
 
 
 
 
Figure 1: Volume of messages accumulated by Federal Service 
on Financial Monitoring 
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 3 Speed increase of suspicious operations detection 
 
/HW¶VGHVFULEHWKHPDLQSULQFLSOHVRIVXVSLFLRXVRSHUDWLRQVdetection  defined by the Russian anti-
money laundering legislation. If a commercial bank reveals a suspicious operation it must inform 
Rosfinmonitoring about it within 3 days. In practice, the period of time between payment data and 
data of message to Rosfinmonitoring is much longer. There are the following reasons.  
For the first, in practice it takes commercial banks time to detect VXVSLFLRXVFOLHQW¶VDFWLYLW\7KH
YROXPH RI HYHU\ GD\ RSHUDWLRQV LV UDWKHU ELJ DQG LW¶V GLIILFXOW WR ILQG VXVSLFLRXV RSHUDWLRQV DPRng 
them. IlleJDODFWLYLW\HQWLWLHVWU\WRµPDVN¶WKHLURSHUDWLRQVDQGPDNHWKHPVLPLODUWROHJDORQHV 
Nowadays some financial institutions are introducing specific intelligent systems aimed to raise 
the velocity of suspicious transactions detection. Lately, such mathematic models as neural networks 
(neural network committees) have been used [3]. The system created on the bases of such models 
separates suspicious transactions from non-suspicious automatically among day-to-day big data of 
banking transactions and settlements. Such system may be trained by different training sets in order to 
detect  new types of illegal transactions schemes.    
For the second, after a suspicious operation is revealed commercial banks carry out thorough study 
DQGDQDO\VLVRIFOLHQW¶VDFWLYLW\,WLVQHFHVVDU\WRWDNHPRWLYDWHGGHFLVLRQWRTXDOLI\FOLHQW¶VDFWLYLW\DV
suspicious in order not to break relations with honor clients.  After suspicions are confirmed 
information about them is sent to Rosfinmonitoring.  
It worth mentioning that information is sent about each suspicious transaction in special file in dbf 
format. More than 200 fields must be filled about each operation. It makes the process of information 
transmission is rather time-consuming and requires special skills from banking staff. There are 
modern it-solutions which may solve this problem and make the process of information accumulation 
by Rosfinmonitoring more rapid. In the next Part we will describe them in details. 
There is an additional decision which may contribute to such information cooperation upgrading. 
As we may see in Russian Federation commercial banks send information to the national financial 
intelligence unit (hereinafter ± FIU) after suspicious payment is made. Some foreign countries have 
another experience. For example, in Switzerland commercial banks stop payment if there are any 
suspicions and immediately send information  about it to financial intelligence unit. The latter carries 
out urgent analysis and sends directives about measures which should be taken against this client and 
its assets. It worth mentioning, that in Kazakhstan commercial banks also send information about 
suspicious transactions before payment is made.   
4 Rise of velocity of accumulation and analysis of big data 
received by Rosfinmonitoring   
 
 As it was already mentioned, the volume of information accumulated by Rosfinmonitoring has 
risen significantly over the last few years. It may create an additional obstacles to make thorough and 
quick analyses of such information. Some delays in suspicious schemes detection and investigation 
process may occur.  In such conditions the following intelligent technologies may optimize the above-
mentioned procedures: 
- optimization of big data storage will allow to lower the need in volume of data storages of 
Rosfinmonitoring; it also will increase the speed of access to necessary information.  
- implementation of information analyses technologies based on training neural network committees; 
it will allow to increase the speed of automatic detection of suspicious schemes and transactions and 
modernize the directions of such analysis, it will contribute to raise the effectiveness of analysis by 
reducing the number of false results and increasing the volume of data to be analyzed.  
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There is also an additional it-solution which may significantly upgrade information collaboration 
between commercial banks and Rosfinmonitoring. As it was already described in Section 3 the 
process of data transformation to dbf-format for further transferring to Rosfinmonitoring is rather 
time-consuming and complicated. This task may be optimized by the use of web-services 
technologies[4].  It will allow commercial banks send information directly to Rosfinmonitoring by 
loading information to a special data storage. Additional advantage of such technology ± is possibility 
of on-line cooperation: for example, for Rosfinmonitoring - to send additional requests to commercial 
banks.   
5 Conclusions 
This paper is devoted to it-technologies which may upgrade the effectiveness of information 
cooperation between Rosfinmonitoring and commercial banks. In the article we single out major 
problems faced by these bodies. Specific computer systems were proposed to optimize the tasks of big 
data accumulation and analyses: web-services, neural network committees, data storage optimization. 
We believe they may contribute significantly to upgrading of information collaboration between the 
national financial intelligence unit and financial institutions.   
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